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[Tonoxenue
00 HHOPMAIMOHHOIT 6E301IACHOCTH MYHHIHITATLHOIO KA3eHHOTO o0meoOpazoBareLHOro
yapexuaenus «Cpennss o0meobpasoBarenbHas mKkosa Ne 4y JIeBOKYMCKOTro MyHULIHTIATBHOTO
okpyra Crasponossexoro kpas (MKOY COIIT Ned)

1. Obume nonoxenus.

L.1. Tlonoxenne 06 nupopmanronnoit Gesonacroctu MKOY COIL No 4 (nanee - [Tonoxkenwne)
paspaboTaHo B cooTBeTcTBUM ¢ DejiepaabHbIM 3aKoHoM Ne 273-BD or 29.12.2012 r. «O06
obpazosanuu B Poccniickoit Meseparmmy, ®eaepanbubiv 3akonom Ne 152- @3 ot 27.07.2006 .
«O mepcoHaNBbHBIX JaHHBIX», DelepatbHbM 3aKOHOM PocCHHCKOM ®eneparmu or 27.07.2006
rofa N 149-®3 «O6 undopmanuu, HHGOPMALHOHHBIX TEXHOIOTHAX H O 3auuTe HHQOpMAaIHK»,
[Incemom @eaepanbhoro arenteTsa 1o obpazosanuio ot 29.07.2009 r. Ne 17-110 «O6
obecreYeHHH 3allUTBl MEPCOHATBHBIX AaHHBIX». [IHCHMOM Munucrepersa oGpazoBanus w
Hayku PO ot 13.082002 r. N -01- 51-088un «OG OpraHu3aIkKy  MCIO0/Ib30BaHMS
HHQOPMALIMOHHEIX B KOMMYHHKAIMOHHBIX PECYPCOB B 00111e00pa30BaTEILHBIX YUPEKIEHHAK,
Hocranosnennem Ilpasurenscrea Poccuiickoii ®eepannn ot 17.11.2007 . N 781 «O6
yreepxaennu llonoxkenuss 06 obecrieuenun GezonacHoCTH MEPCOHATBHBIX JIAHHBIX TPH MX
00paboTke B MHYOPMALIMOHHEIX CHCTEMAX [1EPCOHATBHBIX JIAHHBIX). '

1.2. B nonarue undopmarmonnoii Ge3onacHoCTH 00pa3oBaTeNBLHOTO YUPEKIACHUS BXOHUT
CHCTEMa Mep, HalpaBJeHHas Ha 3alUMTy MHPOPMALMOHHOTO TPOCTPAHCTBA M NEPCOHATBHBIX
JQHHBIX OT CIyYaHHOrO HJIM HAMEPCHHOTO MPOHHKHOBEHHS ¢ IEJIBIO XHIIEHHS KaKHX-TH00
AQHHBIX MM BHECCHHMS M3MCHEHHH B KOHQHIYPaIMIO CHCTEMBI. 3aimurta 00pa3oBaTe/IbHOTO
fiponecca OT JHOOBIX CBEAEHUH, HOCAIMX XapaKTep 3alpelieHHol 3aK0HOM [MPOTIAran/ibl, WK
TMOOBIX BHIOB PEKJIAMBI.

1.3. B cocrase maccuBoB oxpaHseMoii 3akoHOM uH(popMarnm, Haxoasmelcs B pPacriopsiKeHUH
00pa30BaTeTLHOr0 YUPEKICHHS, MOKHO BbLICIUTE TPH IPYIIIIbL:

IIEPCOHAJIBHBIC CBEACHUS, KACAIOINHECS YHaluxcs W IpernojiaBareiei, OHH(l)pOBaHHbIe APXHBHI;

HOYy-Xay 06pEiBOBaTeHLHOF0 nmponecca, HoCsLIHue XapaKkTep HHTC/UIEKTYaJIbHOU COOCTBEHHOCTH H
3AMMILEHHBIC 3aKOHOM;

CTPYKTYpHpOBaHHas y4eOHas HHpOpPMAIUs, obecrieunBatoLas  06pa3oBaTeabHbIi fporiecc
(Oubnumoreku, 6aspl maHHBIX, 00yuaroIme mporpamMmer).

1.4. OBs3aHHOCTAMY JIHIL, OTBETCTBEHHBIX 34 3aIUTY HHOOPMAIIHH, JT0JKHO CTATD COXpaHeHHe
AGHHBIX B LICIOCTHOCTH M HENPHUKOCHOBEHHOCTH H 0OOECHEUYCHHE HYX: JOCTYNHOCTH B J11000¢
Bpems Ul 00OT0  aBTOPH3MPOBAHHOIO IOMB30BATEs:  3ALIHTBI OT JII00OH  yTpaTel Min

BHCCCHHS HCCAHKIMOHMPOBAHHLIX HM3MEHEHMIA: KOH(UACHIMAIBLHOCTH, HEJIOCTYITHOCTH JUIst
TPETHHUX JIHI]



2. Yrpo3bl HHGOPMAITMOHHOH 0€3011aCHOCTH.

2.1. OCOBEHHOCTBIO yIpo3 CTAHOBHTCS HE TOJBKO BO3MOKHOCTH XHWINEHHS CBEICHHH HIH
NMOBPEIKJEHHE  MAcCHBOB  KaKMMH-THO0 — CO3HATENbHO — ICHCTBYIOLIMMHM  XaKE€PCKMMH
rpYNIHUPOBKAMHU, HO W caMa JEATEILHOCTh MOJAPOCTKOB, HAMEPEHHO, MO 3JIOMY yMBICIY HIH
OLIMOOYHO CITOCOOHBIX MIOBPEIHTH KOMIIBIOTEPHOE 000PYI0BAHHE HIIH BHECTH BHPYC.

2.2. Tpynnbl 0OBEKTOB, KOTOPBIE MOIYT IOJBEPTHYTHCS HAMEPEHHOMY WM HEHAMEPEHHOMY
BO3/IEHCTBHIO; KOMITBIOTEPHASI TEXHUKA W JPYTHE alllapaTHBIE CPENCTBA, KOTOPBIE MOIYT OBITh
TIOBPEXJIEHBI B PE3yJIbTATe MEXaHHYECKOT0 BO3/ICHCTBHSI, BUPYCOB, 110 HHBIM MPHYHHAM;

MPOTpaMMbl, HCIOJb3yeMble JUTA  obecriedeHus paboTOCIOCOOHOCTH — CHCTEMbl MJM B
o6pazoBare/IbHOM MpoLecce, KOTOPBIE MOTYT IOCTPa/aTh OT BHPYCOB HITH XaKEPCKUX aTaK;

JaHHBIe, XpaHUMbIe KaK Ha JKECTKHX JMCKaX, TaK M Ha OT/ICJIBHBIX HOCHTC/IAX,
caM TepcoHall, OTBEYaIOLIMi 3a paborocriocodnocTh IT-cucrem;

JeTH, T0/(BepKEHHbIE BHELIHEMY arpecCHBHOMY HH(OPMAIHOHHOMY BIMSHHIO H CIOCOOHBIC
CO3/1aTh B LIKOJIC KPUMHHAIBHYIO CHTYALHIO.

2.3. Vrposbl, HampapieHHbIE HA [OBPEKIEHHE JIOOOI0 M3 KOMIOHEHTOB CHCTEMBI, HE
3aBHCSILIME OT HAMEPECHHUs IEPCOHAA, YYalluXCs WA TPEThHUX JIHIL:

moOble aBapuifHble CHTYAIllMH, HAIPHUMEP, OTKIIOYCHHE SJIEKTPOIHEPTHH MM 3aTOILICHHE,
omubKH repcoHana; coou B paboTe MPorpaMMHOro OOCCNCUCHHST, BBIXO TEXHMKH H3 CTPOS;
npodsieMbl B paboTe CHCTEM CBHA3H. '

3. CriocoObl HECAHKITMOHUPOBAHHOIO JIOCTYIIA.

3.1. Yesnoseueckuii. Madopmanuss MokeT ObITh NOXHINEHA MYTEM KOIHPOBAHHS HA BPEMCHHBIC
HOCHTE/IH, [IeperpaBlieHa Mo eKTPOHHOH noyTe. [TpH Hamu UK 10CcTyna K cepsepy H3MEHEHHS
B 0a3bl JAHHBIX MOTYT ObITH BHECEHBI BPYUYHYIO.

3.2. Ilporpammubiii. Jns XHIIEHH# CBCJACHWH HCHOIB3YIOTCS CHEHHAIBHBIC MPOrPAMMBI,
KOTOpble 00ECHeunBAIOT KOINUPOBAHHE Taposiel, KONMpoBaHHE H IIepexBaT HHMOpMaIMH,
nepeHanpasieHue Tpapuka, NP POBKY, BHECEHUE H3MEHEHHUIT B paOOTy MHBIX [IPOTPAMM.

3.3.AnmaparHblii CIoco0d CBSI3aH MM € HCTIOIb30BAHHEM CIELHATBHBIX TEXHMYECKUX CPEICTB
HIM ¢ TIEPEXBATOM SJIEKTPOMArHUTHOTO HM3JIYYEHHs 110 pa3JM4YHBIM KaHajaM, BKJIIOYasd
TeneOHHEIE.

4. O cHCTeMHOM a/MHHUCTPHUPOBAHHHT 1 003aHHOCTSAX OTBETCTBEHHOTO 38 HH(POPMALMOHHYIO
0e30MacHOCTh.

4.1.3amaun CBs3aHHBIE € MEpPaMH CHCTEMHOIO aJMHHHCTPHUPOBaHHUA, 00ECHEUYHBAIOUIETO
uHpopMalMOHHYIO  0€30MacHOCTh  SBJSIOTCH  4acThl0  padoOThl  OTBETCTBEHHOrO  3a
HHMOPMAHOHHYIO 0€3011acHOCTD 10 00CIYIKMBAHHUIO KOMIIBIOTEPHONH TEXHUKH Y UPEkIEHHH.

42. Jlng pemenus 3axady  MHPOpMAUMOHHOW  O€301IaCHOCTHM  OTBETCTBEHHBLIH  3a
HH()OPMALIMOHHYIO 0€30I1aCHOCTh JI0JIKEH:!



4.2.1. Cnenuts 3a coOmoneHHeM TpeOOBaHMH MO MapoJbHOH 3alllUTe, B TOM YHCIIE
OCYLIECTBJIATh M3MEHEHHE Mapolieit 110 Mepe HeoOXO0AMMOCTH (yTpara [aposis, HOSBIEHHE
HOBBIX MOJIh30BATEICH B CBS3H C M3MEHEHHUEM KaJPOBOT0 COCTaBa M Mp.)

4.2.2.00ecneunBars (QYHKIMOHUPOBAHHUE [POrPAMMHO-ANIIAPATHOIO KOMIUIEKCA 3allUThl 10
BHELIHUM LIU(DPOBLIM JIMHUSAM CBSA3H.

4.2.3.00ecrnieynBaTh MEPONPHUATHS 10 AHTHBHPYCHOMH 3alllMTe, KAK Ha YPOBHE CEPBEPOB, TaK H
Ha ypOBHE I10JIb30BaTeleH.

4.2.4.06ecneunBaTh HOpMAJIBHOE (DYHKIIHOHHPOBAHHE CHCTEMbI PE3EPBHOIO KOTIMPOBAHHSI,
5. ba3bl naHHbIX.

5.1. basel naHHBIX mNojylekalde 3amuTe BHOcATCA B «PeecTp 0a3 MaHHBIX IMOIICIKAIIMX
MH(QOPMAITHOHHOM 3aIIHTEeY.

5.2. Bce mpouenypsl 110 HCIOIb30BAaHHIO MU 00CIYyKMBaHUIO 0a3bl AaHHBIX OCYIIECTBIISIET
OTBETCTBEHHBIH 3a BeieHwe O0a3zbl JaHHBIX. B TOM wuwHMcne:  pe3epBHOE KONWUPOBAHHUE;
[EPUOINYECKHI KOHTPOJb HCIPABHOCTH PE3EPBHBIX KOIMH; IOJK/IIOUEHHE M OTKIIOYCHHE
1oJib3oBaresieil; BHECEHHWE M3MEHEHUH B CTpYKTYpy 0a3sbl, a Takke uMeHeHull B «Peectp 0a3
JAHHBIX TOJUIEKAHUX WHOOPMAIMOHHOW 3aluTey, Npd HeoOXOAUMOCTH (M3MEHEHHE CTeIIeHH
KOH(HICHIIHAILHOCTH, MECTa PacTOIOKEeHHS U T./1.); TIPOUYME BHJIBI padoT CBSI3aHHBIX C JAHHOM
0azoii.

3.3. B cayuae ecam Oaza jaHHbIX TpeOyeT NapoibHOM 3alllMThl, TO OTBETCTBEHHHIH 3a 0azy
JIAHHBIX PYKOBOJCTBYeTCs TpeboBaHusaMH pasjaena 6 «Cucrema ayTeHTH(OHKALIHHY HACTOSILETO
JIOKYMEHTA.

6. Cucrema ayTeHTH(QUKAIIHH.

6.1. Ha Beex 1K ucnoaszyercs WINDOWS XP PROFESSIONAL, WINDOWS 7, WINDOWS
8.

6.2. Jlns nenonb30BaHMs TOKATLHOH BBIUMCIHTEIILHOM CeTH B y4eOHOM MpOIecce HCIIb3yIoTCs
IpYINoBas WICHTH(HUKAIKA: 110JIb30BATE/Ib-YUEHHK, T10b30BaTENb YUHTEb, aIMUHUCTPATOP C
pasrpaHHueHHEM IIPaB JIOCTYIIA K mankaMm (aiioBoro ceppepa.

6.3. Jlnst Beex mosip3oBaresied 6a3 JaHHBIX YCTAHABIMBAIOTCS YHHKAILHEIE TTAPOJIH.
6.4. IlepHoIMYHOCTD I1JIaHOBOH cMeHb! aposied | pas B Havasie yueOHOro roja.

6.5. YCTaHOBHTL OJIOKHPOBKY YYETHOH 3allMCH IOJb30BaTeNCH IIPH HeNpaBHIBHOM Habope
naposist OoJiee AT pas.

6.6. YCTaHOBHTH OJIOKMPOBKY O9KpaHa M KJIABHATYpbl [P OTCYTCTBHM aKTHBHOCTH
nonb3oBatelss Ha padouem mecre Oosee 30 MHH., € TOCTEIYIOIIMM BBOJOM MApoIs JUTs
pasz0iokupoBanus 11K,

6.7. Obs3ath mosb30BaTesell OCYIIECTBIATH BBIXOJ M3 0asbl JAHHBIX, €CIH ILIAHHPYETCS
OTCYTCTBHE Ha paboueM mecte Oosiee 1,5 yacos.



6.8. OOs3ath monb3oBaTesneil He pasriamarh CeTCBbIE PEKBU3UTHI (MMEHA M NApOJIH) s
J0CTYTIAa K MHQOPMALIMOHHBIM pecypcaM, a TaKiKe XPaHHTh UX B HEJIOCTYITHOM MECTE,

6.9. OOciyKMBaHHE CHCTEMBI AyTEHTU(PMKALMK OCYIIECTBIISIOT OTBETCTBEHHBIE 33 (a3hl
JAHHBIX.

7. 3ammTa 110 BHEITHAM LU(POBBIM JIMHHSIM CBSI3H.

7.1. B mensix yMEHbBIICHHS DHCKA MOBPEKICHUS IPOrpamMMHOro  o0ecTeueHHsT u  yTepu
HH(QOPMAIMH, JOCTYI W3 BHYTPEHHEH CETH BO BHEIIHIOIO (MHTepHeT, a1eKTpoHHas moura)
OCYIMECTBIACTCS Yepes KOMIIBIOTEPBI € YCTAHOBICHHBIMH GPOH/IMAYIPOM H AHTHBHPYCOM,

7.2. 3anpeuieHo HECAHKIHOHUPOBAHHOE MCITI0JIB30BAHUE MOJICMOB HIIH MHBIX CPEACTB JOCTYyIIA ¢
HK, noaxmoueHHbIX Kk BHYTpEeHHE CeTH, BO BHELIHHE COTH.

7.3. Tloakmovenue MKONBHBIX paBOYMX CTAHIHN K BHENIHHM JHHHSIM CBI3M IIPOM3BO/IMTCS B
JIOKaJIbHOM BRIYHCITHTE/ILHON ceTH 110 mporokosam Ethernet u Wi,

7.4. 3ampemeHo MOAKMIOYEHHE PA3THYHBIX MOGHIBHBIX YCTPOHCTB  (IMYHBIX Tee(OHOB,
MTAaHIIETOB M JIDYTHX TATIKETOB) K MIKOJIbHOH cetn WiFi.

8. 3almTa 0T HECAHKIIMOHUPOBAHHOIO [10IKTIOUEHHS 1 PasMEIICHHE aKTHBHOTO CETEBOTO
o0opytoBaHwsl.

8.1. Ilkonenblit\e ceppep'a pasmemarorest B kabunere MHOOPMATHKH npu OTCYTCTBHH
CHEIHAIBHO BBIIEJIEHHOH CepBEPHOI.

8.2. Jloctyn K cepBepy orpanuuen [1apOJIeM, KOTOPBIH H3BECTCH TOJLKO OTBETCTBEHHOMY 3a
MH(pOPMALHOHHYIO GE30MaCHOCTD, OTBETCTBEHHOMY 3a HH()OPMATH3ALIHIO,

8.3. Poyrepnl, ToukH AOCTYIIA W TIpOYeEe aKTHBHOE CeTeBOe 0GOPYIOBAHHE JIO/DKHO
Paclo/iaraTbesi B MECTaX 110 BO3MOKHOCTH HCKIIIOUAIOUTHX CBOOO/THBII JIOCTYIIL.

9. Ilpouiestypa yBOIbHEHHS COTPYIHUKOB HMEIOIIHX JIOCTYII K CETH.

9.1. B clyyae KaipoBBIX NEPECTAHOBOK M H3MeHCHMIi BCC OTBETCTBEHHBIC 3a 0a3bl JAHHBIX
HCPCHASHAYAIOTCS [IPUKA30M JIHPEKTOPA, HOBBIM COTPYIHHKAM NPEIOCTABIAIOTCS JIOTHHBI H
apomy Uit 1octyna K 6a3aM 1aHHbBIX.

10. AnTHBHpYyCHas 3aiuTa.

10.1. Ha ocuoBanuu IlpaBun mosbzoBanus BHCIIHUMH CCTCBBIMM pecypcamu (MHTepHer,
JJIEKTPOHHAS [10YTa M T.[1.) HE JoIyckaercs paGora Oe3 OpraHu3aluH aHTHBUPYCHOH 3aIlUTEI.
AHTUBHPYCHAS 3aluTa OpPraHu3yeTCcst Ha ypoBHe pabouyux cranuuil u CepBepa MoCpeICTBOM
IMUCH3HOHHOTO aHTHBHPYCHOTO MPOrPAMMHOI0 06ECITCUCHHS.

10.2.  OGHoBnenue 6aspl HCHOJIE3YEMOT0  aHTHBHPYCHOTO  [IPOTPAMMHOIO  0BeCIedeH s
OCYIIECTBIIACTCS aBTOMATHIECKH He peske | pasa B jieHb.

10.3. 3a cBoespemennoe 0GHOBICHUE AHTHBHPYCHOTO HPOrPaMMHOI0 OGECIICUEHHsI OTBeyaeT
OTBETCTBEHHBIH 32 MHOPMALHOHHYIO Ge30MaCHOCTD,



